
www.kisco.com 5/29/2026

© Kisco Systems, LLC, All Rights Reserved. 1

© Kisco Systems LLC, All Rights Reserved.

Securing your System Without 

Breaking your Business

Carol Woodbury, CISSP, CRISC

IBM i Security SME and Senior Advisor

carol@kisco.com

Oh no! My Security Change Broke Something!
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Removing Access

How Do You Safely Remove Access?

Answer:  Authority Collection!

Examples:

▪ Determining what a developer is doing so *ALLOBJ can be 

removed

▪ Determining what profiles are accessing objects (e.g., 

database files, directories, etc) so *PUBLIC can be set to 

*EXCLUDE
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Define Collection on Specific Libraries

Start the Collection – Navigator for i
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View Authority Required

Goals: *PUBIC *EXCLUDE, Reduce Private Auts
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Configure Authority Collection for an Object

Configure collection for a file in a library:

Start the collection:

Object Authority Collection – New Nav
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View Profiles Accessing ALLOBJUSRS *FILE

The Results
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Options for Allowing Access

▪ *PUBLIC authority (not recommended for objects 

containing data)

▪ *ALLOBJ special authority assigned to the user’s or 

group’s profile (also not recommended)

▪ User or group private authority to the object

▪ User or group authorized to an authorization list securing 

the object

▪ Adopted authority (only valid for objects in libraries)

Authority Search Order

*ALLOBJ

Private

Authorization List

*ALLOBJ

Primary Group

Private

Authorization List

Object  or

Authorization List

Adopted

Stops when ANY authority is 

found – sufficient or not

Repeats for each group until 

sufficient authority is 

accumulated or no more groups

Checked when no authority is 

found for User or Group(s)

Checks program owner’s authority 

when authority is not sufficient – ‘One 

last chance’

USER

GROUP(S)

*PUBLIC or 

*PUBLIC(*AUTL)

STOP

RCAC
Must have authority to the object 

before RCAC permissions are 

checked
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Use Authorization Lists to Secure Files

▪ Easy to manage multiple files requiring the same authorities 
(whether *FILE or *STMF objects)

▪ Can adjust authorities to an authorization list – even if the 
objects it secures are locked

▪ HUGE bonus for Db2 files!

▪ Attaching an *AUTL is a two-step process

▪ GRTOBJAUT OBJ(PROD_LIB/OVERDUE) OBJTYPE(*FILE) 
AUTL(AR_AUTL) 

▪ GRTOBJAUT OBJ(PROD_LIB/OVERDUE) OBJTYPE(*FILE) 
USER(*PUBLIC) AUT(*AUTL) 

Go About your Changes   S   L   O   W   L   Y

▪ Roll-out authority changes one 

at a time and test each one.

▪ *PUBLIC authority should be the 

last authority modified

▪ Proactively look for authority 

failures (AF audit journal entries 

or authority_check_successful 

field in the Authority Collection 

views)
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For Example …

1. Add individual profile 

(SRIEDMUELL)

2. Add the DEVELOPER group 

(remove SRIEDMUELL)

3. Add SERVICE1 – test

4. Add AIAGENT1 – test

5. Change *PUBLIC to 

*EXCLUDE

Utilize Function Usage
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Function Usage

▪ Increased use by the OS in   
IBM i 7.5 and 7.6 

▪ Provides a way to control (allow 
or restrict) actions

▪ Many options for not assigning a 
special authority (such as 
*ALLOBJ or *IOSYSCFG) when 
performing certain tasks

▪ For the list of all IBM-supplied 
functions and what they control, 
see the IBM i Security 
Reference manual, Appendix H

Access Function Usage via Navigator for i
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Find Profiles with a Special Authority

Granting “Function Usage” – Navigator for i
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Cleaning up Profiles

Cleaning up Inactive Profiles

▪ Look at the right date!

▪ Last sign-on is not updated by all interfaces

▪ Last used IS updated whenever a job runs as that profile

▪ A Sign-on date with a blank Last used date indicates the profile 

hasn’t been used on the current hardware

25

26



www.kisco.com 5/29/2026

© Kisco Systems, LLC, All Rights Reserved. 13

Group Profile - FYIs

▪ The “last used date” of a group profile is updated whenever 

one of its member profiles is “used”!

▪ The OS will never allow the deletion of a group profile that 

has

▪ Members

▪ Been granted primary group authority to an object

Listing Inactive Profiles with SQL

28

Make sure you're looking at the right date. Last used, NOT last sign-on!
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Managing Inactive Profiles with SQL

29

Preview => 'YES' lists the profiles 

Preview => 'NO' disables the profiles

https://www.ibm.com/docs/en/i/7.6.0?topic=services-change-user-profile-table-function 

Hidden Gem – The Audit Journal
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Using the Audit Journal

▪ Determining

▪ If there are authority failures after 
restricting access or removing 
*ALLOBJ.

▪ If anything’s being created into ‘/’ 
(root) or ‘/QOpenSys’ prior to 
changing its authority

▪ How a profile is being used

▪ Connections made by service 
accounts prior to changing a 
default password or moving to a 
higher password level

▪ Which encryption algorithms are in 
use prior to modifying QSSL*

Check for Authority Failures

- Check for Authority Failures (AF) PRIOR to making any changes to understand 

current ‘false positives’
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Is Anything Being Created into ‘/’ ?

- Must have *CREATE specified in QAUDLVL to get CO audit journal entries

- Use a WHERE clause to get to the entries you’re looking for

What Jobs Did a Specific Profile Run?

Requires *JOBDTA or *JOBBAS in either QAUDLVL or at the user level (CHGUSRAUD)
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Who’s Making an ODBC Connection?

Requires *SECURITY or *SECCFG in QAUDLVL

Connection Information

Requires *NETTELSVR 

in QAUDLVL

Requires *NETSECURE 

and *NETUDP in 

QAUDLVL
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Create a Data Mart to Keep Information Longer

Create a Data Mart to Collect Entries over Time
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View the Audit Journal or the Data Mart

Cleaning Up File Shares
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Displaying File Shares is a Point in Time 

41

Worst possible scenario is to have a Read/Write share to root

*NETSMBSVR Action Audit Value (QAUDLVL)

Generates a VP audit entry documenting the use of a file 

share – including the name of the share!!!
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Determining Who’s Using a File Share – IBM i 7.4 and 7.5

Configure Authority Collection on the path being shared

    

Moving to a Higher Password Level

43
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Moving to a Higher Password Level 
System value

0 / 1 are now the 

same

Default 

Character set:  A-Z, 0-9, $, @, # and _

Maximum length: 10

LanMan password not stored at ANY level 

2 Character set:  Upper / lower case, all punctuation and special characters, numbers and 

spaces

Maximum length:  128

Encrypts with old and new algorithms to accommodate both levels 0/1, 2/3 and 4

Sign on screen changed to accommodate longer password, CHGPWD and 

CRT/CHGUSRPRF pwd field changed

3 Same as level 2, gets rid of old encrypted password

Level 4 password generated and retained

4 has been added Stronger algorithm to store password hash. Only version stored is the one that 

works at level 4*

*Note: Requires ACS 1.1.9.0 or higher!

Password Hashes Stored at Each Level 
Password hashes 

generated  at 

QPWDLVL 0/1

Password hashes 

generated  at  

QPWDLVL 2

Password hashes 

generated at  

QPWDLVL 3

Password hash 

generated at 

QPWDLVL 4

All uppercase

All lowercase

Regardless of what 

the user types 

(Car0L) the 

password is folded:

CAR0L

car0l

> Password no longer 

folded for authentication

Used for authentication:

Mixed case – Level 2/3

Hashes generated when 

password is changed:  

- Mixed case – Level 2/3

- All uppercase

- All lowercase

- Mixed case – Level 4

Used for authentication:

Mixed case – Level 2/3

Hashes generated when 

password is changed: 

- Mixed case – Level 2/3

- Mixed case - Level 4

Level 4 version only

Move from 0/1 to 2, test then move to 3 (or 4)

Cannot move directly from 0/1 to 4

Cannot move from 4 to 0/1

All changes require an IPL 
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Users

▪ After moving from QPWDLVL 0/1 to 2, users must enter their 

password in either all lower case or all upper case until they perform 

a password change at the new level

▪ Many organizations force a password change (set PWDEXP to 

*YES) at the time of the IPL

▪ Note: the system does NOT force this password change

▪ Best option is to push users to change their passwords BEFORE the 

password level change! New password hashes will be created and 

stored for the higher password levels and will be ready to go.

▪ Clearly communicate the new password composition requirements

▪ Match your broader company-wide password requirements

47
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Check Users Before Changing QPWDLVL

CL command alternative: PRTUSRPRF TYPE(*PWDLVL)

Other Considerations for Moving to a Higher Level

▪ Check connections that use a hard-coded user id / 
password 

▪ If using replication software, move the target partition 
before the current source partition

▪ If using password management software, don’t enforce 
new (stronger) rules until all partitions are at the higher 
level

▪ Save security data (SAVSECDTA) before QPWDLVL 4

▪ https://www.ibm.com/docs/en/i/7.6.0?topic=changes-
considerations-changing-qpwdlvl-from-2-3-4
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To Communicate or Not To Communicate…?

Getting the Project Approved

▪ After a breach

▪ Compliance requirements (New law or regulation)

▪ Audit requirement or finding

▪ You know vulnerabilities exist

▪ Risk assessment (comparison against best practices)

▪ Pen test (visual example of the vulnerability)

Describe the project in how it affects the business… 

not in technical terms!!!
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Use Outside Sources  to Help with Management 

Understanding 

Examples:

▪ IBM / Ponemon Institute’s Cost of a Data Breach

▪ Verizon Data Breach Investigations Report (DBIR)

Start Somewhere!!!

53
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For More 

Information 

55

IBM i Services- https://www.ibm.com/support/pages/node/1119123 

Memo to Users – 7.5 and 7.6

IBM i 7.6 Redbook - 
https://www.redbooks.ibm.com/redpieces/pdfs/sg248588.pdf 

IBM i Security Reference – PDF

IBM i Security Administration and Compliance, 3nd edition, by Carol Woodbury, 
2020 available from Amazon or MCPress Bookstore

Mastering IBM i Security – A Step by Step Approach by Carol Woodbury, 2022 
available from Amazon or MCPress Bookstore

Whitepaper: Securing IBM i: A Dual Responsibility

Articles by Steve Riedmueller and Carol Woodbury on Kisco U – free articles 
and tutorials, for example …

https://www.kisco.com/u/content/subscribe-to-ibm-notifications-for-ibm-
i.html 

Questions?

Contact:  carol@kisco.com 
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